
Specifications Event
26th October 2021



This is an interactive event.
Please ask your questions

in the chat!
All answers in the end! 

Please note that 
this 

event will be 
recorded!

Instructions for this live event: 
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CSIP and related specifications, guidelines and procedures

CITS eHealth1

CITS eHealth2

CITS ERMS

CITS Geospatial

CITS SIARD and SIARD standard

Agenda

Validation

Questions

Final words

Why eArchiving specifications?
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Why eArchiving specifications?
https://www.europeana.eu/en/item/9200369/webclient_DeliveryManager_pid_6328451_custom_att_2_simple_viewer

Fulgencio Sanmartín, European Commission DG CNECT



• In digital preservation, doing
nothing is not an option

• Actually, doing nothing (or little)
will cost you money later

• More time, more money
more collections to digitise, more metadata to
add/curate, more old formats to migrate, 
technologies becoming obsolete…

• Often, this cannot be avoided, 
but do take it into account

• Risk mitigation: stick to known, 
interoperable European standard 
specifications
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How to use eArchiving?
Build, buy or reuse the 
eArchiving specifications on your 
own, co-develop the solution or 
partner with other parties. Build

The solution from 
scratch, and test it

Buy
A conformant solution 

from the market 

Reuse
Sample, open source, 
conformant software

Build Buy Reuse

Co-develop and partner
with other parties 

European Standards
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What is eArchiving?

Standard specifications Sample software

Support Onboarding & follow up
• Service Desk
• Training and user guides
• Knowledge Center
• E-ARK General model

• Awareness raising 
• Conformance, compliance
• Maturity Assessment Service
• Webinars and workshops

• Relational Database archiving 
and reuse tools (SIARD)

• Pre-ingest and SIP creation tools
• Long-term Repository solutions
• Online validation tool

• E-ARK Common Specification for 
Information Packages:
• Submission (METS)
• Archive (with PREMIS) 
• Interoperable dissemination 

& re-use
• Geodata (INSPIRE Directive)
• eHealth

eArchiving
Facilitates the preservation,

migration, reuse and trust of

your data.

<https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eArchiving>
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eArchiving specifications 

Common Specification for Information Packages (CSIP) 
1. Submission Information Packages (SIP), based on 

• Metadata Encoding Transmission Standards (METS)
2. Archival Information Packages (AIP), including 

• Preservation Metadata standard (PREMIS)
3. Dissemination Information Package (DIP)

• Interoperable across borders and institutions
Content Information Type Specifications (CITS)

• Databases (SIARD standard)
• Geographical data (including INSPIRE Directive)
• Electronic Record Management Systems (ERMS)
• eHealth 1 and eHealth 2

9



CSIP and related specifications, 
guidelines and procedures

Karin Bredenberg, Sydarkivera 10

TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color

fotografi - 1911 - Kulturmagasinet, Helsingborgs museer, Sweden - Public Domain.
https://www.europeana.eu/es/item/916114/HeM_fotografi_257824
fotografi - 1911 - Kulturmagasinet, Helsingborgs museer, Sweden - Public Domain.
https://www.europeana.eu/es/item/916114/HeM_fotografi_257824



Chaos!
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Order in the chaos -> transfer
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The OAIS Reference Model
https://www.iso.org/standard/57284.html

13

https://www.iso.org/standard/57284.html


The specifications

https://github.com/DILCISBoard https://dilcis.eu/ https://dilcis.eu/reviews/current-reviews
14

https://github.com/DILCISBoard
https://dilcis.eu/
https://dilcis.eu/reviews/current-reviews


4
The basics for both CS and CITS; using standards
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There are plenty of standards to use for data transfer and conformance
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http://jennriley.com/metadatamap/

http://jennriley.com/metadatamap/


Currently XML is used for the descriptions

17

We are monitoring what is happening and will evaluate alternatives as they emerge but it takes time, stability!



Standards currently used

18

For the package we use the Metadata Encoding & Transmission Standard, METS, http://www.loc.gov/standards/mets/

The number of standards used 
increases with each additional 

CITS

http://www.loc.gov/standards/mets/


4
There are two different types of specifications;
the Information Package Specifications (CS) and
the Content Information Type  Specifications (CITS)

19



CSIP, SIP, AIP and DIP

20

The different Information Packages in the OAIS Reference Model



The Content Information Type Specifications (CITS)

21

The data/information/content in the package



The Content Information Type Specifications (CITS)

22

The ongoing work extends the number of CITS

CSIP
(Common Specification for               

Information Packages)
METS

E-ARK SIP
(Submission Information Package)

METS

E-ARK AIP
(Archival Information Package)

METS

E-ARK DIP
(Dissemination Information Package)

METS

Content Information Type Specification (CITS) – Archival Information

Common for all 
Information 
Packages

Content Information Type Specification (CITS) – Preservation Metadata

Content Information Type Specification (CITS) – eHealth2 (Cancer Registry Information)

Content Information Type Specification (CITS) – eHealth1 (Patient Medical Records)

Content Information Type Specification (CITS) – Electronic Records Managment Systems

Content Information Type Specification (CITS) – Geospatial Data Records

Content Information Type Specification (CITS) – Relational Databases using SIARD
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Reading a specification, a text with rules and
Implementing a specification, a text with rules

23



Document and files for a specification

24

The text document and files providing the XML structure and validation rules



The key terms when reading a specification

25

Understanding occurrence and obligation

• Card = Cardinality answers:
• How many times can an element or attribute occur?
• Is the element or attribute mandatory or optional?

• Level answers:
• If the element or attribute is not mandatory what are the 

recommendations?



Creation of files following a specification

26

There are many ways to get the resulting content and put it into a package

Built in export
There might be an export built into a system 

which creates a package following a CITS + 
CSIP

Export and transformation
There might be a built in export which 

creates an XML document which can be 
transformed to follow a CITS

Package creation tools
There might be tools that create packages

(examples: RODA-IN, ESSArch)

Export tool
There might be export tools available or 
developed (examples: DBPTK, SIARD Suite, 
eHealth1 SIP creation tool)

Manual creation
There might be manually created files 
(examples: an XML Editor is used)

Mapping
There might be a need to do a mapping to a 
CITS format when performing an export to 
create the export file(s)



The Information 
Package CS

27
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The package principles and requirements

28



The principles of a package

29

What makes a package a package and how do we identify it and its content?



The folder structure of a package

30

If we do not have a manifest, we still need to be able to understand the package
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METS - different packages CSIP, SIP, AIP and DIP and their 
relationships

31
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The Metadata Encoding and 
Transmission Standard (METS) used in 
CSIP

https://www.loc.gov/standards/mets/

<metsHdr>     

<dmdSec>     

<amdSec>     

<fileSec>

<structMap>

<structLink>

<behaviorSec>

<mets>

  

   

   

    

   

   

  

https://www.loc.gov/standards/mets/


The standard METS

33

The sections of METS, a short overview

<metsHdr>     

<dmdSec>     

<amdSec>     

<fileSec>

<structMap>

<structLink>

<behaviorSec>

<mets>

mets Header (Optional)

descriptive metadata Section (Optional)

administrative metadata Section (Optional)

file Section (Optional but typical)

structural Map section (Required)

structural Link section (Optional)

behavior Section (Optional)



The standard METS and its core element
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The structural map in METS

<structMap>     

<mets>

<div>     

<div>     

<...>     

<div>     

<div>     

<...>     

<div>     

<div>     

<...>     

<div>     

<div>     

<div>     

<...>     



The standard METS and its core element

35

The structural map used in CSIP
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Connecting CSIP with
METS



Common Specification for Information Package (CSIP)

37

The common elements and attributes used in the transfer described in a requirements table and a METS profile
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The connection between the 
different Information Package
specifications



E-ARK SIP, E-ARK AIP and E-ARK DIP

39

Special use cases of the CSIP

• E-ARK SIP + E-ARK DIP adds more rules to CSIP
• Defines the Submission Information Package and the Dissemination Information Package 
• Some extra attributes
• Defines some values to use like informing about where we are in the OAIS reference model; SIP and 

DIP

• E-ARK AIP description of how to handle a package in an electronic archive
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Connected to the content of the package 

40



Archival Information

41

Information regarding the creator and finding aid



Preservation metadata

42

Preservation metadata for the content



Maintenance and 
contributions

43



4
the Digital Information LifeCycle Interoperability Standards Board 
(DILCIS Board)

44



DILCIS Board

45

The maintainers

• https://dilcis.eu/
• https://github.com/DILCISBoard
• info@dilcis.eu

https://dilcis.eu/
https://github.com/DILCISBoard
mailto:info@dilcis.eu


4
Can I or we contribute?!

46



Contributions

47

The users

• Request to create a CITS specification
• Request CITS endorsement of a specification
• Use the existing specifications and give us feedback in GitHub
• Participate in the reviews and give your comments!





CITS eHealth1

Stephen Mackey, Piql 49

TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color
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CEF Telecom Call Requirement

… specifications for eHealth will be 
developed by the activity. One 
specification will be based upon the 
Norwegian eHealth archives transfer 
format of patient journals (from provider 
EMR systems to a central health archive).

Defined in the CEF Telecom call for proposals 2019



eArchiving

Electronic Medical Record & Health Record Systems
No strict definitions

EMR
• Medical in nature, used by clinicians

• Mainly unstructured data, core composition of natural language documents, often 
attested, accompanied by data files and metadata

• Distributed

• Not interoperable, records do not travel easily

EHR
• Consider the whole health of the patient, take contributions from all healthcare 

providers

• Provide universal access for healthcare providers and patients

• Centralised

• Mainly structured data with additional data files

51
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1 2

3 4

Transparency

Portability and Interoperability Management of EHR systems

Research
To provide records to next of kin in compliance 
with open information regulation

Common standard for exchange of complete 
patient medical records

To archive data from online, centralised EHR 
systems to manage storage capacities

To harvest the vast amount of historical 
healthcare-related data within the archive for 
medical research.

Patient medical records
Use Cases for a Central Health Archive

TIP: Delete the picture and click the 
placeholder button to select another 

picture 



Scope

53

Backlog
The case for creation of a centralised

patient medical archive may include the 
incorporation of a backlog including 

physical, digitized records

Patient Medical Record
Largely consisting of attested documents in  

free flowing, natural language plus 
metadata and data files

Rich Metadata
The use of the archive for research 

necessitates the capture of rich personal 
and clinical metadata

Batch submission
Submissions are likely to be made in 
batches with submissions containing 
multiple patient records.

Complete
The aim of an archive will be to collect 
complete patient medical records from all 
institutions in the jurisdiction

Patient medical record archive

Interoperable
Records from any archive should be 
understandable and usable by other central 
or local archives
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Patient Centricity
• Use cases determine an organization 

(taxonomy) of data by patient. All records 
for a patient from an institution are 
grouped within archival packages.

• Impractical and unnecessary to aggregate 
patient records from different  submission 
institutions

• High level descriptive metadata is patient 
personal information (such as the FHIR 
patient resource)

Aggregation Structure
• Records are organised in a case/sub-

case/document taxonomy
 Case – documents grouped by period, 

condition or treatment
 Sub-case – documents related by a 

specific department or treatment 
 Document – set of files with common 

metadata, attested
 Data Files – documents, images, 

audio, video, scans. Can be 
encapsulated bit streams (e.g. Dicom)

 Bitstream – data

Metadata
• Recommends but does not mandate the 

use of FHIR resources for:
 Patient personal
 Clinical – Condition, 

AllergyIntollerance, Procedure, etc

• References other international standards 
such as ICD, SNOMED

• Extensible and adaptable

eHealth1 specification
Considerations



Multiple Cases, 
Sub-cases, 
Documents

Single 
Document

Multiple 
Cases, 

Documents

Case structure
A range of use cases



eHealth1 SIP Creator
Production of compliant eHealth1 SIPs from source EMR systems

SIP Creator

• Desktop Windows application

• Produces compliant SIPs from EMR system extracts (data and metadata)

• Configurable for different metadata standards

• Transformation scripts can be embedded to map export structures and metadata

• Outputs can be validated using eArchiving validation tools

56
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Summary

CITS specification for archival of patient medical records in a central health archive 
Specification focuses on SIPs but requirements flow through logically into AIP and DIP structures and the specification allows 
for multiple (batch) submissions in individual packages.

Uses a patient centric and case based taxonomy for organisation of EMR sourced patient records
Future use cases could consider export from EHR systems or systems with a higher structured content. The SIP Creator tool 
aids production of compliant SIPs.

Adoption will be driven by creation of central/regional health archives
The specification allows for interoperability, portability of archival packages and cost saving through the use of open-source 
eArchiving tools for implementation such as the eHealth1 SIP Creator.

1

2

3



CITS eHealth2
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TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color

Archiving of Cancer Registry‘s Exports

Anja Paulič, Archives of the Republic of Slovenia

shorturl.at/fjpHX



Cancer Registries and their data

59

Cancer
one of the most important public health issues in the developed world

Cancer Registry
an institution that systematically and continuously gathers data on cancer 
patients in a designated area

Cancer Registry Data
is used for assessing, planning and controlling the cancer burden in the 
community, its completeness and data quality are constantly improved 

Cancer Registry Export
dataset, which contains at least one file with data from the cancer registry and
stored separately from CR data

eHealth2
Slovenian Cancer Registry, Archives of the Republic of Slovenia and experience 
of Norwegian CR, JRC, other CR data aggregators



2

3

4

Lorem ipsum dolor sit amet, 
consectetur adipiscing elit, sed 
do eiusmod tempor incididunt ut
labore et dolore magna aliqua. 

1

eHealth2 development

60

How did we do it?

Cancer Registry Export 
Data

Contains patient‘s characteristics, 
data on disease, treatment, vital status, mortality:

standard cancer burden indicators

Based on classifications and standards

Prepared in agreement with aggregator

eArchiving

CSIP (the E-ARK Common 
Specification for Information 

Packages) 

E-ARK SIP (the E-ARK 
Specification for Submission 

Information Packages)

eHealth2 Content Specific Information Type
Specification

eHealth2 Guidelines
implement specification in your

workflow



eHealth2
SIP

representations

data 
exported 
from CR

additional info. 
(requested by 
aggregator)

contextual 
documentation

documentation that 
defines export

documentation 
created during 

the export

metadata

descriptive preservation

add_info.xyz

export_report.xyz EAD.xml PREMIS.xml

rep 1

METS.xml

METS.xml

schemas

export.xyz

MUST SHOULD MAY

Export_agreement.xyz

code_lists.xyz validation_rep.xyz

manuals.xyz

add_contex_info.xyz

file.xyzfolderUsed symbols

eHealth2 specification



eHealth2 guidelines

Step by step manual for eHealth2 specification

62

Description of the
contextPresentation of the context in which specification can be used

Identifying users
Written for different stakeholders that may have different background 

knowledge of topics discussed in the specification

Providing examples
Added real life examples from Slovenian Cancer Registry based on JRC data call



eHealth2 impact on stakeholders

63

Preserve
Retention of data that has impact on health policies

Trust
Clear and easily verifiable cancer burden related data

Usability
Specification and guidelines can be used for all kinds of cancer registry data 

exports

Aggregators, Academic and 
other Researchers

Cancer 
Registries

Archives and other Record 
Keepers
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eHealth2 going forward

Improvement and extension of specification and
guidelines

Archiving of complete cancer
registry

Application of the specification to
other health registries

1

2

3 
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https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eArchiving
anja.paulic@gov.si, joze.skofljanec@gov.si

STomsic@onko-i.si, TZagar@onko-i.si, VZadnik@onko-i.si

Thank you! 



CITS Electronic Records Management Systems

Karin Bredenberg, Sydarkivera 66

TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color

https://techvilleonline.com/motherboards-101-how-to-know-if-a-motherboard-is-bad-and-how-to-fix-it/
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CITS ERMS Specification and Guideline
The documents
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CITS ERMS XML-schema + Schematron
The supporting rule documents



69

CITS ERMS
The main elements
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CITS ERMS and CSIP
The connection between the two
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CITS ERMS placement
Where do the files go on an information package?

IP_577ER_223

descriptive preservation

representationsMETS.xml metadata

EAD.xml PREMIS.xml

representationID

Export_from_ERMS.xml

If part of 
the IP

If part of 
the IP

The data from an 
export needs to be 
placed in the data 

folder of the 
representation. Once 
there, it is possible to 
structure the data in 
many different ways 

(this is just an 
example)

data

schemas

ERMS.xsd

erms.sch
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Using the CITS ERMS
Mapping is the first step



CITS Geospatial 

Gregor Završnik, Geoarh, Slovenia 73

TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color



Quick intro:
Why preserve 
Geospatial records?

• Everything happens 
somewhere

• Form of official records

• Common denominator 
for all data

• Cornerstone of Digital 
Europe Data Economy

• Analysis across 
time

• Basis for many 
inovative solutions



What is new in 3.0

• Alignment with the CSIP 
package structure

• Requirements redesign 
according to “Significant 
Properties”

• Introducing “Long term 
preservation Profiles”

• Support for Geospatial 
metadata Standards

• Guidelines

CITS 
Geospatial 

2.0.

CITS 
Geospatial 

3.0.

Guidelines 
CITS 

Geospatial 1.0

Guidelines 
CITS 

Geospatial 1.0

Validation criteria
+ METS requirements
+ Updated structure
+ Support for various 
metadata
+Long term preservation 
profiles

Explanations and 
examples moved 
into guidelines

NEW in 3.0
+ Intro to GIS Systems
+ Examples for GIS 
structures
+ Examples for CRS 
transformations
+ Extendable with 
Long term preservation 
profiles



2.1. 2.2.

2.4. 2.5.

Folder structure requirements

Documentation requirements Metadata requirements

METS Requirements
How to package Geospatial records within the 
CSIP Structure. 
Adds suggestions for storage of significant 
properties for preservation of records

Specifies essential and recommended technical 
and contextual documentation, required for 
future reuse.

Defines requirements for geospatial metadata 
elements and their placement within the 
information package. The aim is to support 
automated accessibility and findability.   

Specific requirements for the METS file, showing 
us where the package contains Geospatial 
records, to support validation.

2. CITS Geospatial Requirements structure
Validation criteria:

2.3.
Data Requirements
Definesa basic set of requirements specific to 
Geospatial records. Extended requirements can 
be defined in Long-term preservation format 
profiles.



2.1. 
Folder structure 
requirements

• Structure based on 
CSIP

• Structure supports 
the “Significant 
Properties” model

• Standardized 
machine-readable
vs descriptive

• Additional folders are 
strongly 
recommended 
not mandatory

https://significantproperties.kdl.kcl.ac.uk/



2.2. 
METS file requirements

• Mets profile supports 
identification of the 
Content Type within

• Package

• Representation

• Vocabulary can be 
extended in the 
future

78



2.3. 
Data Requirements

• General data 
requirements

• Vector 
requirements

• Raster 
requirements

• Long term 
Preservation format 
profiles

???? GML, SHP, KML, TIFF, JPEG2000, .gpkg, csv …. ????

Vector Raster



- Geospatial records vary in type (formats)
and in content

- Local implementations might require 
specific validation rules.

- Examples provided as Appendix to Guideline:
- Profile for Geospatial Vector data using GML 3.2.1.
- Profile for Geospatial Raster data using TIFF baseline 6

2.3.5.Why Long-term Preservation format profiles?



2.4. Documentation 
requirements

• Requirements on 
how to document the 
geodata in the IP

• Structure of 
geospatial 
records

• Rendering and 
visualization

• Behaviour
• Coordinate 

reference 
systems

• Other
Source: http://ayresriverblog.com

Ali, Amr. (2017). Framework Development of 
Cybercartography for Mobile Environment. 6. 14-25. 
10.5923/j.ajgis.20170601.02. 



2.5. Geospatial 
Metadata 

• Geospatial metadata 
enhances findability 
and reuse

• List of mandatory 
elements

• Support for 
standardized machine 
readable data

• ISO 19115-1
• ISO 19115-2
• ISO 19165-2

• Support for proprietary 
machine-readable 
metadata



Guidelines for CITS 
Geospatial 

• Introduction to 
Geospatial records

• Introduction to 
“Significant Properties” 
concepts for Geodata

• Rationalizations of all 
CITS Requirements

• Examples for many 
requirements



Guidelines for CITS 
Geospatial with GIS

• Introduction to GIS 
Systems

• GIS Preservation 
strategies

• Rationalizations of all 
CITS Requirements

• With Examples based 
on standards

• OWS Context
• WKT2 for CRS
• SLD
• Etc.



Summary

New CITS for Geospatial is
- More extendable 
- Supports multiple 

standards and formats
- Guidelines for easier 

implementation

What is next:
- Collaboration is key
- More user needs

85



Questions? 
Answers in the end

Gregor Završnik
gregor@greoarh.si

E-ARK Programme
LinkedIn: www.linkedin.com/groups/8343650/
Twitter: #EARKProject

Ready to get started?

Find out more at:
ec.europa.eu/cefdigital

Contact us:
cef-building-blocks@ec.europa.eu

Thank you!



CITS SIARD and SIARD standard

Anders Bo Nielsen, Danish National Archives 87

TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color



Agenda

CITS SIARD and SIARD

• CITS SIARD and SIARD - relational database 
archiving

• What is CITS SIARD and what is SIARD?
• SIARD

• based on open standards, contains its own 
database metadata, table spec. and table 
content

• Development of the SIARD file format
• Large objects - ISO SQL/MED
• SIARD 2.2
• CITS SIARD

• Relational Database Archiving Interest Group

88 88

https://digitalbevaring.dk/


CITS SIARD

…is a packaging specification

89

www.digitalbevaring.dk

89



SIARD
Is an open file 
format for archived 
RDB
An archived relational 
database in SIARD 
format contains its own 
metadata describing the 
document more 
precisely in addition to 
the actual table data 

90 90



Relational 
database 
archiving - why 
we need SIARD

• The relational database (RDB) is still 
the most widespread and dominant 
form of organising structured digital 
information 

• Limited interoperability of proprietary 
RDBMS 

• Proprietory SQL dialects despite ISO 
SQL

• Need for persistent data format outside 
the RDB Management System (RDBMS)

91 91

https://digitalbevaring.dk/


What is SIARD?
Software 
Independent 
Archival of 
Relational 
Databases

92 92



ARELDA

2018

SIARD 1.0 SIARD 2.0 SIARD 2.1

2000 - 2004 2014 - 2017

E-ARK E-ARK4ALL E-ARK3

2018 - 20192008

SIARD 2.1
Review

SIARD 2.2

CITS SIARD

2019-2021

Development of the SIARD file format

93

https://github.com/DILCISBoard/SIARD/issues?q=is%3Aissue+is%3Aopen+label%3A%22Review+comment%22
https://github.com/DILCISBoard/SIARD/issues?q=is%3Aissue+is%3Aopen+label%3A%22Review+comment%22


SIARD metadata 
and data

• Metadata.xml refer to  
folders inside the 
SIARD file

94 94
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SIARD 
database 
metadata, 
table spec. 
and table 
content

95



Large objects
ISO SQL/MED

• Large object (LOB) is the 
common name for Binary 
Large Object (BLOB) and 
Character Large Object 
(CLOB). BLOB is content 
such as video, sound, 
images, word processing 
documents etc., and CLOB 
is text content. 

• Support for internal LOBs (ISO/IEC 9075-
2:2008 - BLOBS) in SIARD 2.2
• The SIARD 2.2 format specification supports the 

SQL:2008 method for using internal LOBS 
(ISO/IEC 9075-2:2008), as did SIARD 1.0 
(SQL:1999).

• The SIARD 2.2 format supports LOBs stored as 
files inside the SIARD file and describes this in 
detail in the SIARD 2.2 format specification 
(similar to SIARD 1.0).

• The SIARD 2.2 format supports LOBs stored as 
files outside the SIARD file (a new feature in 
SIARD 2.0) and specifies the details in this 
specification.

• Support for external files (ISO/IEC 9075-
9:2008 – SQL/MED) in SIARD 2.2
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SIARD 2.2

• Requirements for the folder 
structure for LOBs stored 
outside the SIARD file

• Segmenting LOBs and large 
tables

• An example 

Northwind.siard <!-- packaged as a ZIP file ->
content/
header/

metadata.xml
metadata.xsd
siardversion/

2.2/

Northwind_lobs/
s0_t2_c4/

seg_0/
t2_c4_r1.bin
t2_c4_r2.bin
t2_c4_r3.bin
t2_c4_r4.bin

seg_1/ <!-- folder file number limit -->
t2_c4_r5.bin
t2_c4_r6.bin
t2_c4_r7.bin

seg_2/ <!-- folder file size limit -->
t2_c4_r8.bin

s0_t2_c8/
seg_0/

t2_c8_r3.bin
s0_t11_c6/

seg_0/
t11_c6_r7.bin
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SIARD 2.2

• The previous example for 
metadata.xml and 
table2.xml

98

metadata.xml
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>...
<siardArchive>...<lobFolder>./Northwind_lobs/</lobFolder>
..
<column>...<lobFolder>s0_t2_c4/</lobFolder>...</column>
<column>...<lobFolder>s0_t2_c8/</lobFolder>...</column>
..
<column>...<lobFolder>s0_t11_c6/</lobFolder>...</column>

table2.xml
<row><c1>1</c1><c2>Beverages</c2><c3>Soft drinks, coffees, teas, beers, and ales</c3>
<c4 file="seg_0/t2_c4_r1.bin" ... /></row>
..
<row><c1>5</c1><c2>Seafood</c2><c3></c3>
<c4 file="seg_1/t2_c4_r5.bin" ... /></row>
..
<row><c1>8</c1><c2>Candy</c2><c3></c3>
<c4 file="seg_2/t2_c4_r8.bin" ... /></row>
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CITS SIARD

… is a brand new specification

99

www.digitalbevaring.dk
eArchiving Webinar Series 2020:
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eArchiving+webinar+Seri
es+2020
Special interest: ”CSIP”, ”DBPTK”

eArchiving Webinar Series 2021:
https://ec.europa.eu/eusurvey/runner/eArchivingwebinars2021
Special interest: ”Putting the CITS content in the CSIP package”, “Submission 
Agreements”, “E-ARK validation: What’s inside the Package?”

https://earkcsip.dilcis.eu/  
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CITS SIARD

… in the specification 
landscape
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https://earkcsip.dilcis.eu/  

https://earksip.dilcis.eu/  
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CITS SIARD

… can be found at: 

101

https://dilcis.eu/content-types/cs-siard

“The Digital Information LifeCycle
Interoperability Standards Board 
(DILCIS Board) is an international 
group of experts committed to 
maintain and sustain maintain a 
set of interoperability 
specifications which allow for 
the transfer, long-term 
preservation, and reuse of 
digital information regardless of 
the origin or type of the 
information.”
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CITS SIARD

… can be found at: 

102

https://github.com/DILCISBoard/CITS-SIARD
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CITS SIARD

3.1 Folder structure and 
example
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CITS SIARD

3.2 Package METS and 
Representation METS

3.3 Package METS 

3.4 Representation METS 

3.5 METS requirements 
between Package and 
Representation 

3.6 {SIARD_1.0, SIARD2.0, 
SIARD2.1} 

104

ID Name and 
Location

Description and Usage Card & 
Level

SIARD_1 There MUST be minimum one representation and therefore 
exactly one Package METS.xml and minimum one Representation 
METS.xml in a CITS SIARD package.

1..1

MUST
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Relational Database 
Archiving Interest 
Group

• The DILCIS Board and eArchiving Building Block 
have initiated a “Relational Database Archiving 
Interest Group” which is expected to document 
and share best practices on database archiving, 
the use of the SIARD and SIARD CITS 
specifications, and related software.

• If you are interested in joining the interest group, 
please register at:
https://listserv.dilcis.eu/review/rdb-aig:

• See also
• https://dilcis.eu/content-types/siard
• https://github.com/DILCISBoard/SIARD
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E-ARK Validation: Compliance with 
specifications

Carl Wilson, Open Preservation Foundation 106

TIP: Delete the picture and click the 
placeholder button to select another 
picture. Change the background color

https://www.london.gov.uk/what-we-do/mayors-office-policing-and-crime-mopac/data-and-statistics/london-landscape



Why E-ARK Validation?

OAIS defines WHAT COULD be in an Information Package, but says little about WHAT SHOULD be 
in there or HOW the package is arranged:

● There is little guidance for implementers;
● There is no basis for interoperability, information packages from different systems may have 

very little common ground.

E-ARK sets out to address these issues by defining a formal logical and physical structure for 
information packages.



The E-ARK validation model

E-ARK separates IP validation into three logical phases:

● Structure
Sixteen rules that ensure that the package structure is valid, this covers the presence of 
specific directories and a main metadata file.

● Metadata
Schema validation of metadata files followed by an extended set of metadata checks, currently 
about 150 rules.

● Integrity
Checks the package manifest, ensures that all files are present, verifies any checksums and 
ensures that no “orphaned” files are present.
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E-ARK IP validation
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The E-ARK IP specifications define a standard physical structure:

Structure



E-ARK IP validation

Metadata validation covers:

● Validation of XML METS files against the METS schema.

● Additional validation against the E-ARK extension schema for additional attributes defined by the 

project.

● Validation against an extended rule set that is considerably more prescriptive than the METS schema:

○ Published as a METS profile available from the specification sites;

○ Enforced through the use of XML Schematron.

Metadata
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Integrity
E-ARK IP validation

• Ensures all files listed in the metadata documents are present in the 
package;

• Verifies the checksums of these files against those in the metadata, if 
present:

• This can be time consuming for large packages;
• Checksum validation is an optional step.

• Ensures that there are no orphaned files in the package:

• An orphan is any file that is not referenced in the 
metadata somewhere;

• Possible that the file does not belong in the package;
• Alternatively, the metadata for the file has been 

omitted.

Integrity checking:



Why Schematron? Extensibility at runtime

● METS validation by the official schema is quite limited, a valid document can be VERY sparse;

● METS Profiles go beyond this BUT they aren’t machine enforceable;

● Schematron uses XQuery and XPath to test for patterns and conditions in XML documents;

● The ruleset is extensible and can be switched at runtime, you could even write your own rules.



Support for developers of 
archival software

113

• Validation service for testing packages during 

development;

• Python library for local validation, e.g. pip install 

eark-ip-validation;

• Java library for similar, commons-ip;

• Docker images for deploying validation servers 

locally;

• REST API for validating information packages;

• Swagger definitions for generation of client SDK for 

REST service integration.
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Getting started

There are a few easy-to-use online resources that will help you try out 

the validation software with sample packages:

● The quickest way to try the E-ARK validator is via the online web 

demonstrator: https://pyip.openpreservation.org/.

● The CEF ISA2 Interoperability Test Bed, an online and self-service 

platform offered by DIGIT for the conformance testing of software 

against technical and semantic specifications;

● Sample packages that demonstrate individual errors for testing are 

available from: https://dilcisboard.github.io/eark-ip-test-corpus/.

https://pyip.openpreservation.org/
https://www.itb.ec.europa.eu/itb/
https://dilcisboard.github.io/eark-ip-test-corpus/
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Questions



116

Final Words

Photo by Karin Bredenberg
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