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Motivation
Why do we need specifications, and what is the benefit of validating 

conformance? 



Interoperability

Image Attribution: Europeana, Skizze (Numerische Systeme) -

State Collections of Lower Austria, Austria - In Copyright -

Educational Use Permitted.

https://www.europeana.eu/item/548/KS_23752_3

• Interoperability can be considered as the 

ability of systems to exchange data 

(information packages) and use it

• Standards to define Formats for 

exchanging data between archival 

systems and services 

• Achieve standards through defining Best 

Practices in Specifications and apply 

Validation to enforce Conformance



Metadata Interoperability

Linked Data

Descriptive 

Preservation

Structural



Avoid Vendor Lock-in

Proprietary AIP format

Repository System A Repository System B
System migration

DIP SIP

Proprietary AIP format

• Data transformation processes are complex and tie up human resources

• System migration is therefore associated with high costs



Pan-European Information Package Format

Archival Data

Repository System A Repository System B

System migration

Using instead a standardised format for the Archival Information Package (AIP) …

• makes system migration easier, and …

• enables shared functionality and synergies between solution providers if features are 

based on standards and conventions.



Similar EC activities 
Looking at similar activities of the European Commission: 

• Eurostat

• eDelivery



https://ec.europa.eu/eurostat/data/data-validation

• Defining standards for 

validation is a common 

approach to achieve 

integration

• see Eurostat, for example

• Additionally: 

• providing validation tools 

or services

• providing support.

Data Validation
Definition: Data validation is an activity verifying whether or not 

a combination of values is a member of a set of acceptable 

combinations.

https://ec.europa.eu/eurostat/data/data-validation
https://ec.europa.eu/eurostat/data/data-validation


eDelivery – Conformant Solutions

https://ec.europa.eu/digital-building-blocks/sites/display/DIGITAL/eDelivery+AS4+conformant+solutions

https://ec.europa.eu/digital-building-blocks/sites/display/DIGITAL/eDelivery+AS4+conformant+solutions


Framework overview
• Specifications including Requirements

• Metadata Profiles

• Test Corpus

• Validators



Requirements

• Requirement definitions in 

natural language are 

included in the 

specification

Specifications

• Common Specification for 

Information Packages 

(CSIP)

• E-ARK SIP, E-ARK AIP 

and E-ARK DIP 

Specifications

• Content Information Type 

Specifications: ERMS, 

Geospatial data and 

SIARD (in collaboration 

with the Swiss Federal 

Archives)

Validators

Test Corpus

• Metadata about 

test cases in 

XML format

• Contains valid 

and invalid 

cases

eark-validator

commons-ip
Technical 

Interpretation of 

Requirements

• Xpath/Schematron

• Dependencies between 

Requirements

Validation Framework

https://github.com/E-ARK-Software/eark-validator
https://github.com/E-ARK-Software/commons-ip


Requirements

• Requirement definitions in 

natural language are 

included in the 

specification. 

Specifications

• Common Specification for 

Information Packages 

(CSIP)

• E-ARK SIP, E-ARK AIP 

and E-ARK DIP 

Specifications

• Content Information Type 

Specifications: ERMS, 

Geospatial data and 

SIARD (in collaboration 

with the Swiss Federal 

Archives).

Validators

Test Corpus

• Metadata about 

test cases in 

XML format

• Contains valid 

and invalid 

cases

eark-validator

commons-ip
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Interpretation of 

Requirements

• Xpath/Schematron

• Dependencies between 

Requirements

Validation Framework

https://github.com/E-ARK-Software/eark-validator
https://github.com/E-ARK-Software/commons-ip


Specifications
CSIP

(Common Specification for 
Information Packages)

METS

E-ARK SIP
(Submission Information Package)

METS

E-ARK AIP
(Archival Information Package)

METS

E-ARK DIP
(Dissemination Information Package)

METS

CS Archival (Common Specification For Archival Information)

CS Preservation (Common Specification For Preservation Metadata) 

CITS 
GIS

CITS 
SIARD

CITS 
Geo

CITS 
eHealth1

CITS 
eHealth2

CITS 
ERMS

CITS 
…

CITS (Content Information Type Specifications) 

Structural Metadata

Preservation & Descriptive Metadata

Content & Content Related Metadata



Specification document, e.g. Common 
Specification for Information Packages 

• High-Level Principles
• Provide overarching guidance and direction for 

the technical specification details

• Alignment with the goal to achieve interoperability

• Requirements
• Requirements are related to a concrete 

implementation

• Define a general folder structure for the 

information package

• XML-based implementation of the 

requirements using standards which are 

widely used in international digital 

preservation



Requirements

• Requirement definitions in 

natural language are 

included in the 

specification
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https://github.com/E-ARK-Software/eark-validator
https://github.com/E-ARK-Software/commons-ip


• Requirements are part of the 

specification document 

• All requirements have 

• an ID 

• a Name, Location & Description

• A Cardinality and RFC2119 level 

(MUST, SHOULD, MAY)

Requirements
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• Requirements are part of the 

specification document 

• All requirements have 

• an ID 

• a Name, Location & Description

• A Cardinality and RFC2119 level 

(MUST, SHOULD, MAY)

Requirements



CSIP Requirement Example – CSIPSTR4

CSIPSTR4: The Information Package root folder MUST

include a file named METS.xml. This file MUST contain 

metadata that identifies the package, provides a high-level 

package description, and describes its structure, including 

pointers to constituent representations.

Requirement

Identifier

RFC2119 keyword

(MUST/MUST NOT, 

SHOULD/SHOULD NOT, MAY) 

to indicate the requirement 

level

This file MUST 

exist, and it must 

contain structural 

metadata.

https://www.ietf.org/rfc/rfc2119.txt


The CHECKSUMTYPE 

element must exist and 

there must be a value 

for the algorithm type.

CSIP Requirement Example – CSIP30

<Example ID="dmdSecExample1" LABEL="METS example of referencing the descriptive metadata which is described with an EAD document">
<mets:dmdSec ID="dmd-ead-file" CREATED="2018-04-24T14:37:49.609+01:00">

<mets:mdRef LOCTYPE="URL" MDTYPE="EAD" xlink:type="simple" xlink:href="metadata/descriptive/ead2002.xml"
MIMETYPE="application/xml" SIZE="903" CREATED="2018-04-24T14:37:49.609+01:00"
CHECKSUM="F24263BF09994749F335E1664DCE0086DB6DCA323FDB6996938BCD28EA9E8153" CHECKSUMTYPE="SHA-256"/>

</mets:dmdSec>
</Example>

Requirement

Identifier

Cardinality: There 

must be one and at 

most only one element.

RFC2119 keyword

(MUST/MUST NOT, 

SHOULD/SHOULD NOT, MAY) 

to indicate the requirement 

level

https://www.ietf.org/rfc/rfc2119.txt


Requirements list

CSIP1 CSIP21 CSIP41 CSIP61 CSIP81 CSIP101

CSIP2 CSIP22 CSIP42 CSIP62 CSIP82 CSIP102

CSIP3 CSIP23 CSIP43 CSIP63 CSIP83 CSIP103

CSIP4 CSIP24 CSIP44 CSIP64 CSIP84 CSIP104

CSIP5 CSIP25 CSIP45 CSIP65 CSIP85 CSIP105

CSIP6 CSIP26 CSIP46 CSIP66 CSIP106

CSIP7 CSIP27 CSIP47 CSIP67 CSIP107

CSIP8 CSIP28 CSIP48 CSIP68 CSIP88 CSIP108

CSIP9 CSIP29 CSIP49 CSIP69 CSIP89 CSIP109

CSIP10 CSIP30 CSIP50 CSIP70 CSIP90 CSIP110

CSIP11 CSIP31 CSIP51 CSIP71 CSIP91 CSIP111

CSIP12 CSIP32 CSIP52 CSIP72 CSIP92 CSIP112

CSIP13 CSIP33 CSIP53 CSIP73 CSIP93 CSIP113

CSIP14 CSIP34 CSIP54 CSIP74 CSIP94 CSIP114

CSIP15 CSIP35 CSIP55 CSIP75 CSIP95

CSIP16 CSIP36 CSIP56 CSIP76 CSIP96 CSIP116

CSIP17 CSIP37 CSIP57 CSIP77 CSIP97 CSIP117

CSIP18 CSIP38 CSIP58 CSIP78 CSIP98 CSIP118

CSIP19 CSIP39 CSIP59 CSIP79 CSIP99 CSIP119

CSIP20 CSIP40 CSIP60 CSIP80 CSIP100

CSIPSTR1

CSIPSTR2

CSIPSTR3

CSIPSTR4

CSIPSTR5

CSIPSTR6

CSIPSTR7

CSIPSTR8

CSIPSTR9

CSIPSTR10

CSIPSTR11

CSIPSTR12

CSIPSTR13

REF_METS_1

REF_METS_2

Structure Metadata Section references



Requirements

• Requirement definitions in 

natural language are 

included in the 

specification

Specifications

• Common Specification for 

Information Packages 

(CSIP)

• E-ARK SIP, E-ARK AIP 

and E-ARK DIP 

Specifications

• Content Information Type 
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commons-ip
Technical 

Interpretation of 

Requirements
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• Dependencies between 

Requirements

Validation Framework

https://github.com/E-ARK-Software/eark-validator
https://github.com/E-ARK-Software/commons-ip


Requirement in METS Profile

<requirement ID="CSIP30" REQLEVEL="MUST" EXAMPLES="dmdSecExample1">
<description>

<head>File checksum type</head>
<p xmlns="http://www.w3.org/1999/xhtml">

The type of checksum following the value list present in the METS-standard which has been used for 
calculating the checksum for the referenced file.</p>

<dl xmlns="http://www.w3.org/1999/xhtml">
<dt>dependsOn</dt><dd>CSIP21</dd>

</dl>
</description>
<tests>

<test ID="TEST30-1" TESTLANGUAGE="XPath" TESTLANGUAGEVERSION="3.1">
<testWrap>

<testXML>/mets:mets/mets:dmdSec/mets:mdRef/@CHECKSUMTYPE</testXML>
</testWrap>

</test>
<test ID="TEST30-2" TESTLANGUAGE="Schematron" TESTLANGUAGEVERSION="ISO" TESTLANGUAGEURI="http://purl.oclc.org/dsdl/schematron">

<testWrap>
<testXML>

<iso:rule context="/mets:mets/mets:dmdSec/mets:mdref">
<iso:assert id="CSIP30" role="ERROR" test="@CHECKSUMTYPE">
MUST hold the algorithm type of checksum of the referenced file.</iso:assert>

</iso:rule>
</testXML>

</testWrap>
</test>

</tests>
</requirement>



<requirement ID="CSIP30" REQLEVEL="MUST" EXAMPLES="dmdSecExample1">
<description>

<head>File checksum type</head>
<p xmlns="http://www.w3.org/1999/xhtml">

The type of checksum following the value list present in the METS-standard which has been used for
calculating the checksum for the referenced file.</p>

<dl xmlns="http://www.w3.org/1999/xhtml">
<dt>dependsOn</dt><dd>CSIP21</dd>

</dl>
</description>
<tests>

<test ID="TEST30-1" TESTLANGUAGE="XPath" TESTLANGUAGEVERSION="3.1">
<testWrap>

<testXML>/mets:mets/mets:dmdSec/mets:mdRef/@CHECKSUMTYPE</testXML>
</testWrap>

</test>
<test ID="TEST30-2" TESTLANGUAGE="Schematron" TESTLANGUAGEVERSION="ISO" TESTLANGUAGEURI="http://purl.oclc.org/dsdl/schematron">

<testWrap>
<testXML>

<iso:rule context="/mets:mets/mets:dmdSec/mets:mdref">
<iso:assert id="CSIP30" role="ERROR" test="@CHECKSUMTYPE">
MUST hold the algorithm type of checksum of the referenced file.</iso:assert>

</iso:rule>
</testXML>

</testWrap>
</test>

</tests>
</requirement>

Requirement in METS Profile

XPath expression



<requirement ID="CSIP30" REQLEVEL="MUST" EXAMPLES="dmdSecExample1">
<description>

<head>File checksum type</head>
<p xmlns="http://www.w3.org/1999/xhtml">

The type of checksum following the value list present in the METS-standard which has been used for
calculating the checksum for the referenced file.</p>

<dl xmlns="http://www.w3.org/1999/xhtml">
<dt>dependsOn</dt><dd>CSIP21</dd>

</dl>
</description>
<tests>

<test ID="TEST30-1" TESTLANGUAGE="XPath" TESTLANGUAGEVERSION="3.1">
<testWrap>

<testXML>/mets:mets/mets:dmdSec/mets:mdRef/@CHECKSUMTYPE</testXML>
</testWrap>

</test>
<test ID="TEST30-2" TESTLANGUAGE="Schematron" TESTLANGUAGEVERSION="ISO" TESTLANGUAGEURI="http://purl.oclc.org/dsdl/schematron">

<testWrap>
<testXML>

<iso:rule context="/mets:mets/mets:dmdSec/mets:mdref">
<iso:assert id="CSIP30" role="ERROR" test="@CHECKSUMTYPE">
MUST hold the algorithm type of checksum of the referenced file.</iso:assert>

</iso:rule>
</testXML>

</testWrap>
</test>

</tests>
</requirement>

Requirement in METS Profile

Schematron



<requirement ID="CSIP112" REQLEVEL="MUST" EXAMPLES="structMapExample2">
<description>

<head>Type of locator</head>
<p xmlns="http://www.w3.org/1999/xhtml">

The locator type is always used with the value "URL" from the vocabulary in the attribute.</p>
<dl xmlns="http://www.w3.org/1999/xhtml">

<dt>dependsOn</dt><dd>CSIP109</dd>
<dt>since</dt><dd>v2.1.0</dd>

</dl>
</description>
<tests>

<test ID="TEST112-1" TESTLANGUAGE="XPath" TESTLANGUAGEVERSION="3.1">
<testWrap>

<testXML>/mets:mets/mets:structMap/mets:div/mets:div/mets:mptr[@LOCTYPE='URL']</testXML>
</testWrap>

</test>
<test ID="TEST112-2" TESTLANGUAGE="Schematron" TESTLANGUAGEVERSION="ISO" TESTLANGUAGEURI="http://purl.oclc.org/dsdl/schematron">

<testWrap>
<testXML>

<iso:rule context="/mets:mets/mets:structMap[@LABEL = 'CSIP']/mets:div/mets:div[@LABEL = 'Representations']/mptr">
<iso:assert id="CSIP112" role="ERROR" test="@LOCTYPE = 'URL’”>

The locator type is always used with the value “URL” from the vocabulary in the attribute.
</iso:assert>

</iso:rule>
</testXML>

</testWrap>
</test>

</tests>
</requirement>

Dependencies
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E-ARK Specification Test Coverage

Test coverage for the E-ARK Information Package Specifications.

https://dilcisboard.github.io/eark-ip-test-corpus/

https://dilcisboard.github.io/eark-ip-test-corpus/


• The test corpus comprises a set 

of human readable and machine-

readable test cases

• Each test case is described 

within a xml-file named 

testcase.xml

• The testcase.xml defines a 

minimum of tests to be executed 

to verify conformance with a 

specific requirement

What is the test corpus?

IF „expected“ 

EQUAL TO

„reported“

Validate Information 

Package Test Case

Validation not

conformant

Validation 

conformant

True

False



Structure of the E-ARK IP Test Corpus

Documentation of 

test cases

Set of test cases

Requirement 

Identifier



<testCase xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="testCase.xsd" testable="TRUE">
<id specification="E-ARK CSIP" version="2.0-DRAFT" requirementId="CSIPSTR4"/>
<references>

<reference requirementId="CSIPSTR4" URL="http://earkcsip.dilcis.eu/#CSIPSTR4" />
</references>

<rules>
<rule id="1">
<description>The Information Package folder MUST include a metadata file named `METS.xml`</description>

<!-- Details of the validation error generated by the message, can be one of: [ ERROR | WARNING | INFO ]-->
<error level="ERROR">
<!-- Expected error message when the rule is violated. -->
<message>The Information Package folder does not include METS.xml file. It MUST include a metadata file named `METS.xml` </message>

</error>
<corpusPackages>
<!-- Details of corpus packages designed to test this validation rule. -->
<package name="IP_18000_CSIPSTR4_1" isValid="FALSE">

<path>/corpus/structure/CSIPSTR4/IP_18000_CSIPSTR4_1</path>
<!-- Full description of corpus package features. -->
<description>A package based on the minimal IP with schemas. File METS.xml named in camelcase (Mets.xml)</description>

</package>
<package name="IP_18000_CSIPSTR4_2" isValid="FALSE">

<path>/corpus/structure/CSIPSTR4/IP_18000_CSIPSTR4_2</path>
<!-- Full description of corpus package features. -->
<description>A package based on the minimal IP with schemas. File METS.xml has extra lowercase character at the end</description>

</package>
...

</corpusPackages>
</rule>

</rules>
</testCase>

Documentation of test cases (testCase.xml)

Expected 

Outcome

Test Case 

Identifier

Test Case 

Location
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Validate CSIPSTR4

IP
├── metadata

├── METS.xml

└── representations

└── rep1

└── data

└── example.txt

$ file IP/METS.xml

IP/METS.xml: XML 1.0 document, Unicode 

text, UTF-8 text

IP
├── metadata

└── representations

└── rep1

└── data

└── example.txt

$ file IP/METS.xml

IP/METS.xml: cannot open `IP/METS.xml' (No 

such file or directory)



{
"specification" : "CSIP-2.0.4",
"id" : "CSIPSTR4",
"name" : "CSIP Information Package folder structure",
"location" : "",
"description" : "The Information Package root folder MUST include a file named METS.xml.

This file MUST contain metadata that identifies the package, provides a high-level package
description, and describes its structure, including pointers to constituent representations.",

"cardinality" : "",
"level" : "MUST",
"testing" : {

"outcome" : "PASSED",
"issues" : [ ],
"warnings" : [ ],
"notes" : [ ]

}
}

Validator JSON output



E-ARK Validator (Java) – commons-ip

https://keeps.github.io/commons-ip/

https://keeps.github.io/commons-ip/


• Requires Java (>= 17)

• Download the latest release

• Command: java -jar commons-ip-cli-2.X.Y.jar validate -i 

sip1.zip sip2.zip -o output/

Use commons-ip

More information: https://github.com/keeps/commons-ip/blob/master/README.md

https://github.com/keeps/commons-ip/releases/latest
https://github.com/keeps/commons-ip/blob/master/README.md


E-ARK Validator (Python) – eark-validator

https://github.com/E-ARK-Software/eark-validator

https://github.com/E-ARK-Software/eark-validator


• eark-validator on pypi.org: https://pypi.org/project/eark-validator/

• pip install eark-validator 

• eark-validator <path_to_directory_or_package>

Use commons-ip

More information: https://github.com/E-ARK-Software/eark-validator

https://pypi.org/project/eark-validator/
https://github.com/E-ARK-Software/eark-validator


E-ARK Package Creation (Python) – eatb

https://github.com/E-ARK-Software/eatb

https://github.com/E-ARK-Software/eatb


eArchiving Conformance
What is the eArchiving Conformance Seal and how to get it



EC’s eArchiving Conformance Seal Website

https://digital-strategy.ec.europa.eu/en/activities/earchiving-conformance-seal

https://digital-strategy.ec.europa.eu/en/activities/earchiving-conformance-seal


E-ARK Consortium’s Conformance Seal Website

https://seal.e-ark-foundation.eu

https://seal.e-ark-foundation.eu/


Process for getting the eArchiving 
Conformance Seal



Summary & 
Acknowledgements
Key statements and contributors



• The eArchiving Validation Framework consists of:

• Specifications including Requirements with corresponding Metadata Profiles

• Test Corpus

• Validators

• Validation is key to ensure interoperability by introducing rules concerning 

the structure and metadata of information packages

• Validation rules are derived from digital preservation best practices

Summary of key statements



• Karin Bredenberg, Sydarkivera

• DILCIS Board Lead & Management of E-ARK Specifications

• Carl Wilson & Darren Dignam, OPF

• Specification Profiles & eark-validator (Python) Development & Deployment

• Phillip Tømmerholt, KMD

• E-ARK Test Corpus

• Miguel Ferreira & Luís Faria, Keep Solutions

• commons-ip (Java) Validator Development
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