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ETSI TC ESI

TECHNICAL COMMITTEE (TC) ELECTRONIC SIGNATURES AND
INFRASTRUCTURES (ESI)

Our work deals with digital signatures and related trust services.

This activity covers the format of digital signatures, as well as procedures and policies for creation and
validation. TC ESI also covers policy, security and technical requirements for trust service providers (TSP)
such as certification authorities, time-stamping authorities, TSP providing remote signature creation or
validation functions, registered e-delivery providers, and long-term data preservation providers. We
address Trusted Lists that enhance the confidence of parties relying on certificates or other services
related to digital signatures by indicating whether a given TSP was operating under the approval of any
recognized scheme.

Our work also aims at supporting the elDAS Regulation as well as the general requirements of the
international community to provide trust and confidence in electronic transactions.
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ETSI EN 319 122-1 v1.2.1 2021-10) ETSI EN 319 122-2 v1.1.1 2016-04)

EUROPEAN STANDARD EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI); Electronic Signatures and Infrastructures (ESI);
CAdES digital signatures; CAdES digital signatures;
Part 1: Building blocks and CAdES baseline signatures Part 2: Extended CAdES signatures



Signature/Seal formats

Additional
Signature fields / Attributes / Presence in Presence in Presence in Presence in
Services B-B level B-T level B-LT level B-LTA level Cwdinallly | Refetences: | requiremants
and notes
SignedData.certificates | shallbe present | shall be present | shall be present | shall be present 1 Clause 4.4 gl
content-type shall be present | shall be present | shall be present shall be present 1 Clause 5.1.1 f
message-digest shall be present | shall be present | shall be present | shall be present 1 Clause 5.1.2
e peacon L R shall be provided | shall be provided | shall be provided | shall be provided 1 Clause 5.2.2
SPO: ESS signing- conditioned conditioned conditioned conditioned :
certificate presence presence presence presence oo Claums 5 222 g.hj
SPO: ESS signing- conditioned conditioned conditioned conditioned .4
certificate-v2 presence presence presence presence i Clause 5.2.2.3 gLl
signing-time shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.1
commitment-type-indication | may be present | may be present | may be present may be present Oort Clause 5.2.3
3:':'03: identifying the signed data should be present [should be present |should be present | should be present Oor1 Clause 5.24 1, 6,7
. ) conditioned conditioned conditioned conditioned
SPO: content-hints presence presence presence presence Oor1 Clause 5.2.4 1
conditioned conditioned conditioned conditioned
SPO: mime-type presence presence presence presence Oori Clause 5.2.4.2
signer-location may be present | may be present | may be present may be present Oort Clause 5.2.5
signer-attributes-v2 may be present | may be present | may be present may be present Oort Clause 5.2.6.1
countersignature may be present | may be present | may be present may be present z0 Clause 5.2.7
content-time-stamp may be present | may be present | may be present may be present 20 Clause 5.2.8 5
Bignatuce-policy:- b nt be nt be nt be t Oor1 Clause 5.2.9.1
jdentifier may be prese may be prese may be prese may be presen or ause 5.2.9,
7 conditioned conditioned conditioned conditioned
siguature-palicy-atore presence presence presence presence Grox:3 Clause 5.2.10 K
content-reference may be present | may be present | may be present may be present Oor1 Clause 5.2.11
content-identifier may be present | may be present | may be present may be present Oort Clause 5.2.12
cms-algorithm-protection may be present | may be present | may be present may be present Oor1 Clause 5.2.13 8
signature-time-stamp ' shall be present | shall be present | shall be present 21 Clause 5.3 l,m,5
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Additional
e e ™ | Tov” | B | i | BTN | cwamaiy | Aeternces | reauroments

certificate-values ‘ . sh:lesn::“be shall not be present BB:?_TB'BT L?r :‘ (; Clause A.1.1.2
s aates ‘ : S ont . |shall notbe present (22-En 8801 Clause A1.1.1 a
revocation-values » ’ sh:leg:n shall not be present BB.BLTBng :: r°1 Clause A.1.2.2

e e : ' esont |l notbe present (£3, T 0 | Glause 4121

S ThuEe- AT : : SHOtBe |0 nnbo prosont [EBET 09| Giausents | L
iZEZiZL’Ei;‘“““““' ; ; Sh::,x““ shall not be present gf’r%&? :’01 Clause A.1.4 n
CAES-C-t imestamp . . s":;“;‘nb’ shall not be present gf'T’B‘B'_rl’} 20— Clause A.152 5
g?:;::,zzge SronEenarie: ’ * Sh:’rle::“be shall not be present E:ETB;L'T' : ) Clause A.1.5.1 5
2”"'“"'3;, c’,‘;“’gfﬁm YRl Iy ong * - shall be provided | shall be provided 1 0.p
SigneS:Doa:ta .crils.crl i . c:?:s“;?:;d o:?:ge':n;d Oort Clause 4.4 q
Sig?deol;ata .crls.other ; : c:rn:;ne?\nozd og?:slm:d e Clause 4.4 L
archive-time-stamp-v3 . . . shall be provided =1 Clause 5.5.3 s
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ETSI EN 319 132-1 v1.2.1 (2022-02) ETSI EN 319 132-2 v1.1.1 (2016-04)
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EUROPEAN STANDARD EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI); Electronic Signatures and Infrastructures (ESI);
XAdES digital signatures; XAdES digital signatures;
Part 1: Building blocks and XAdES baseline signatures Part 2: Extended XAdES signatures



Signature/Seal formats

Elements/Qualifying properties/Services Presence in Presence in Presence in Presence in Cardinality References Additional
B-B level B-T level B-LT level B-LTA level requirements
and notes
ds:KeyInfo/X509Data shall be present | shall be present | shall be present | shall be present 1 XMLDSIG [1], ab,c
clause 4.5.4 3,4,5
ds:8ignedInfo/ds:CanonicalizationMethod | shall be present | shall be present | shall be present | shall be present 1 XMLDSIG [1], d e
clause 4.4.1 6
ds:Reference shall be present | shall be present | shall be present | shall be present 22 XMLDSIG [1],
clause 4.4.3
ds:Reference/ds:Transforms may be present | may be present | may be present | may be present Oort XMLDSIG [1], f.g
clause 4.43.4
SigningTime shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.1 h
SigningCertificateV2 shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.2 ij
7
SigningCertificate shall not be shall not be shall not be shall not be 0 -
present present present present
DataObjectFormat conditioned conditioned conditioned conditioned z0 Clause 5.24 k
presence presence presence presence
DataObjectFormat/Description may be present | may be present | may be present | may be present Oor1 Clause 5.2.4 [
8
DataObjectFormat/ObjectIdentifier | may be present | may be present | may be present | may be present Oor1 Clause 5.2.4 [
DataObjectFormat/MimeType shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.4 I
DataObjectFormat/Encoding may be present | may be present | may be present | may be present Oor1 Clause 5.2.4 I
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Elements/Qualifying properties/Services Presence in Presence in Presence in Presence in Cardinality References Additional
B-B level B-T level B-LT level B-LTA level requirements
and notes
DataObjectFormat's ObjectReference | shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.4 |
attribute
SignerRole shall not be shall not be shall not be shall not be 0 -
present present present present
SignerRoleV2 may be present | may be present | may be present | may be present Oor1 Clause 5.2.8
CommitmentTypeIndication may be present | may be present | may be present | may be present 20 Clause 5.2.3
SignatureProductionPlacevz may be present | may be present may be present | may be present Oor1 Clause 5.2.5
SignatureProductionPlace shall not be shall not be shall not be shall not be 0 -
present present present present
CounterSignature may be present | may be present | may be present | may be present 20 Clause 5.2.7.2
AllDataObjectsTimeStamp may be present | may be present | may be present | may be present 20 Clause 5.2.8.2 10
IndividualDataObjectsTimeStamp may be present | may be present | may be present | may be present 20 Clause 5.2.8.1 10
SignaturePolicyldentifier may be present | may be present | may be present | may be present Oort Clause 5.2.9
SignaturePolicyStore conditioned conditioned conditioned conditioned Oort Clause 5.2.10 m
presence presence _ presence presence
SignatureTimeStamp . shall be present | shall be present | shall be present B-B:20 Clause 5.3 n, o
B-T, B-LT, 10
B-LTA: =z 1
CertificateValues * - conditioned conditioned Oorti Clause 5.4.1 P, q
presence presence
CompleteCertificateRefsv2 . * shall not be shall not be B-B,B-T:0or1 | Clause A.1.1 i
present present B-LT, B-LTA: 0
CompleteCertificateRefs shall not be shall not be shall not be shall not be 0 -
present present present present
AttrAuthoritiesCertValues . " conditioned conditioned Oor1 Clause 54.3 q.r
presence presence
AttributeCertificateRefsV2 . ' shall not be shall not be B-B.B-T:0or1 | Clause A.1.3 ) s
present present B-LT, B-LTA: 0
AttributeCertificateRefs shall not be shall not be shall not be shall not be 0 -
present present present present
RevocationValues . * conditioned conditioned Oor1t Clause 5.4.2 tLuv,
presence presence
CompleteRevocationRefs X . shall not be shall not be B-B.B-T:0or1 | Clause A.1.2
present present B-LT,B-LTA: 0
AttributeRevocationValues . ’ conditioned conditioned Oor1 Clause 5.4.4 v, W
presence presence
AttributeRevocationRefs . ’ shall not be shall not be B-B.B-T:0or1 | Clause A.1.4 s
present present B-LT,B-LTA: 0
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Elements/Qualifying properties/Services Presence in Presence in Presence in Presence in Cardinality References Additional
B-B level B-T level B-LT level B-LTA level requirements
and notes
SigAndRefsTimeStampV2 X ' shall not be shall not be B-B,B-T:20 | Clause A.1.5.1
present present B-LT,B-LTA: 0
SigAndRefsTimeStamp shall not be shall not be shall not be shall not be 0 -
present present present present
RefsOnlyTimeStampV2 * " shall not be shall not be B-B,B-T:20 | Clause A.15.2
present present B-LT, B-LTA: 0
RefsOnlyTimeStamp shall not be shall not be shall not be shall not be 0 -
present present present present
Service: Incorporation of validation data for " e shall be provided | shall be provided - - X,y
electronic time-stamps 9
SPO: TimeStampVal idationData > s conditioned conditioned 20 Clause 5.5.1 y
presence presence
SPO: certificate and revocation values . * conditioned conditioned 20 - y
embedded in the electronic time-stamp itself presence presence
ArchiveTimeStamp (defined in namespace L B Y shall be present 21 Clause 5.5.2 z, aa
whose URI is "hitp:/uri.etsi.ora/01903/v1.4.1#")
ArchiveTimeStamp (defined in namespace shall not be shall not be shall not be shall not be 0 -
whose URI is "http://uri.etsl.org/01903/v1.3.2%") present present present present
RenewedDigestsV2 ' ’ ' conditioned 20 Clause 5.5.3 bb
presence
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ETSI EN 319 142-1 v1.1.1 2016-04) ETSI EN 319 142-2 v1.1.1 2016-04)

EUROPEAN STANDARD

(. —

EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI); Electronic Signatures and Infrastructures (ESI);
PAdES digital signatures; PAdES digital signatures;
Part 1: Building blocks and PAdES baseline signatures Part 2: Additional PAdES signatures profiles
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INVOICE
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Document
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Attributes / Fields / Services sy PR " Panae. Presence in | Cardinality References regaz%nln
SignedData certificates shall be present shall be present shall be present | shall be present 1 IR SR |
content-type shall be present shall be present shallbe present | shall be present g ||FTERENAD 2
message-digest shall be present shall be present shall be present shall be present 1 EI St:uasiess?g’ e -
signer-attributes-v2 may be present may be present may be present may be present oor1 ETSI 5:‘“::"95?;2" 2} :
content-time-stamp may be present may be present may be present may be present >0 ETSi 5:‘;1%?;3‘1 2} 2
signature-policy-identifier may be present may be present may be present may be present oor1 ETS! 5:&951;‘3'1 2. )
commitment-type-indication conditioned presence | conditioned presence | conditioned presence oondiioned dor ETSt Sgu::gszg“ 2} d
SERVICE: protection of signing certificate | shall be provided shall be provided shall be provided shall be gtovtded - - e f
e N o e T < I L
SPO: ESS signing-certificate-v2 conditioned presence | conditioned presence | conditioned presence |  conaoned N oL S ]
Service: provide claimed time of signing shall be provided shall be provided shall be provided shall be provided - = =
ggg;:":%m"” Minthe shall be present shall be present shall be present | shall be present 1 ke S ;
f;?;m"m’ﬂm’ e N VD shall not be present | shall not be present | shall not be present |shall not be present 0 ) )
m_y o:al?y key Contenls in the Signature shall be present shall be present shall be present shall be present . lsc? aa::szgol(;‘s 9 1 s
et g s shall be present shall be present shall be present | shall be present : ALk i
Blmc? o:'ai?y key ByteRange in the Signature shall be present shall be present shall be present shall be present ‘ 'sc?a ?5222%18 .[11], G
Oy ofmerinthe Sanstre | IEH N GS & e shall be present shall be present | shall be present , e :
mmwmkw Loosiion i the: Signesies may be present may be present may be present may be present Oor1 'sc? m::szgo'%'s[: 1 g
;';1%:::; key:FHeasan in the Signature conditioned presence | conditioned presence | conditioned presence mﬂ Oor1 ISC?&ZGOO'(;L'[:L "
;l;tr{mw:lykey Name in the Signature may be present may be present may be present may be present Oor1 'sc?:uszgﬁ.‘s.[: I )
;?;‘ya:vu?; Bmacﬂnlo e may be present may be present may be presem may be present oor1 IS&?:(GJO‘%-L'[‘I J R
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Additional
Presence in Presence in Presence in Presence in
Attributes / Fields / Services B-B level B-T level B-LT level B-LTA level Cardinality References mq.:tl’rm‘m
entry with key Cert in the Signature I1SO 32000-1 [1],
Dictionary shall not be present | shall not be present | shall not be present |shall not be present o clause 12.8. 1 2
SERVICE: provide trusted time for 2
existence of the signature shall be provided shall be provided shall be provided N ) =
" : . ) s conditioned ETSI EN 319 122-1 [2],

SPO: signature-time-stamp conditioned presence | conditioned presence presence 20 clause 5.3 0.p.q
SPO: document-time-stamp . conditioned presence | conditioned presence cmnndinnnad 20 clause 543
e e on e o . . shall be provided | shall be provided ) - )

B-B.-T:20
SPO: DSS ‘ ‘ shall be present shall be present | B-LT, -LTA: clause 5422

21 s tuv
SPO: DSS/ VRI conditioned presence 20 clause 5.4.2.3 <
SERVICE: provide trusted time for . . . .
existence of the validation data shall be provided - note 3
B-B,-T,-LT:

SPO: document-time-stamp y ' b shall be present 20 clause 543

B-LTA:2 1 i, XY
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ETSI EN 319 162-1 v1.1.1 016-09) ETSI EN 319 162-2 v1.1.1 2016-04)
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EUROPEAN STANDARD EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI); Electronic Signatures and Infrastructures (ESI);
Associated Signature Containers (ASiC); Associated Signature Containers (ASiC);
Part 1: Building blocks and ASiC baseline containers Part 2: Additional ASiC containers
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Signature/Seal formats

: mimetype icati etsi.asic-s+zi
mimetype application/vnd.etsi.asic-s+zip YP apphcatlon/vnd gl Aslesp
dataobject.pdf A sample document », package.zip Filel.pdf | Asample document

- : <,

META-INF/ : .
signature.p7s or : File2.gif g& :
s]gnatures.xml & ~| Signature or Time Assertion R META-INF/ i :
timestamp.tst or i t v H
evidencerecord.ers or s!gna o ff S lor .

i signatures.xml or : . . .t
evidencerecord.xml | & & -| Signature or Time Assertion

timestamp.tst or
evidencerecord.ers or
evidencerecord.xml| _
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mimetype

dataobject.pdf

META-INF/
timestamp.tst

META-INF/
ASiCArchiveManifest.xml

META-INF/
Arch_timestampl.tst

Components added to the container for long term availability and integrity |

application/vnd.etsi.asic-s+zip

A sample document

"lll...

‘.‘

Time-stamp token

I,I.

jase®
|

<ASiCManifest>.......

<SigReference URI="META-INF/Arch_timestampl.tst"...>*="
<DataObjectReference URI="dataobject.pdf">...<Digest..>** e

'll}ll- Il‘llll.I sus

...;l-ln .-

<DataObjectReference URI="META-INF/timestamp.tst">  =*

...<Digest..>...

*

"r-----"

Time-stamp token applied to
ASiCArchiveManifest.xml

c(nn".
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ETSITS 119 182-1 vi1.1.1 202103

TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI);
JAdES digital signatures;
Part 1: Building blocks and JAdES baseline signatures
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Header parameters/Elements in otsiU Presence in Presence in Presence in Presence in Cardinality References Additional
unsigned header parameter/Services B-B leve! B-T level B-LT level B-LTA level requirements
and notes
alg shall be present | shall be present | shall be present | shall be present 1 Clause 5.1.2
cty conditioned conditioned conditioned conditioned Oor1i Clause 5.1.3 2
presence __presence presence presence
kad may be present | may be present | may be present | may be present Oor1 Clause 5.1.4
x5u may be present may be present may be present | may be present Oori Clause 5.1.5
%x5¢ Conditioned Conditioned Conditioned Conditioned Qori Clause 5.1.8 3
presence presence presence presence
crit Conditioned Conditioned Conditioned Conditioned Clause 5.1.9 4
presence presence presence presence
sigT shall be present | shall be present | shall be present | shall be present 1 Clause 5.2.1 a
Service: signing a reference of the signing Conditioned Conditioned Conditioned Conditioned 1 3
certificate presence presence presence presence
SPO: x5t#256 conditioned conditioned conditioned conditioned Oort Clause 5.1.7
presence presence presence presence
SPO: x5t#o conditioned conditioned conditioned conditioned Oort Clause 5.2.2
presence presence presence presence
SPO: sigX5ts conditioned conditioned conditioned conditioned Oori Clause 5.2.2
presence presence presence presence
=igD may be present | may be present | may be present | may be present Oor1 Clause 5.2.8
srits may be present may be present may be present may be present Qor1 Clause 5.2.5
srims may be present may be present may be present may be present 20 Clause 523
s8igPl may be present may be present may be present may be present Oor1 Clause 5.2.4
sigPId may be present may be present may be present may be present Oor1 Clause 5.2.7
¢8ig may be present may be present may be present | may be present 20 Clause 5.3.2
adoTst may be present may be present may be present may be present 20 Clause 5.3.3 5
s8igPSt may be present may be present may be present may be present Oor 1 Clause 5.3.3 b
8igTst v shall be present | shall be present | shall be present B-B:20 Clause 5.3.4 c.d
B-T, B-LT, 5
B-LTA: =2 1
xVals g > conditioned conditioned Oor1 Clause 5.3.5.1 e 6
presence presence
xRefe 5 £ shall not be shall not be B-B,B-T:0or1 | Clause A.1.1 f.g
present present B-LT, B-LTA: 0
axVals ¥ * conditioned conditioned Oori Clause 5.3.5.3 e7
presence presence
axRefs " . shall not be shall not be B-B,B-T:0or1 | Clause A.1.3 f.g.h
present present B-LT, B-LTA: 0
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Header parameters/Elements in etsiu Presence in Presence in Presence in Presence in Cardinality References Additional
unsigned header parameter/Services B-B level B-T level B-LT level B-LTA level requirements
and notes
rVals ’ 4 conditioned conditioned Oort Clause 5.35.2 i,8
presence presence
rRefs d ' shall not be shall not be B-B,B-T:0or1 | Clauss A.1.2
present present B-LT, B-LTA: 0
arVals . * conditioned conditioned Oor1 Clause 5354 i,9
presence presence
arRefs g s shall not be shall not be B-B,B-T:0or1 | Clause A.1.4 h
present presant B-LT, B-LTA: 0
sigRTst > = shall not be shall not be B-B.B-T:20 | Clause A.1.5.1
present present B-LT, B-LTA: 0
rfsTst " - shall not be shall not be B-B.B-T:20 | Clause A, 152
present present B-LT, B-LTA: 0
Service: Incorporation of validation data for ‘ * shall be provided | shall be provided - - Ik
electronic time-stamps 10
SPO: tetVD ® . conditioned conditioned 20 Clause 5.36.1
presence presence
SPO: certificate and revocation values 2 : conditioned conditioned 20 -
embedded in the electronic time-stamp itself presence presence
arcTst . " . shall be present 21 Clause 5.3.6.2 I, m
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ETSI TS 119 511 v1.1.1 2019.06)
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TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI);
Policy and security requirements for
trust service providers providing long-term preservation
of digital signatures or general data using
digital signature techniques
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K I Internal TSA I \ =
5
S Storage 3
£ 5
9 : —
£ . £ Request time-stamp =
S | |Preservation | = 2
= N T R — Preservatlon mechanism |« > O
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Figure 1: Functional model of a preservation service with storage [WST]
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Signature/Seal preservation service

/ Internal TSA \ =
=

3 empora 3

g et 2
k> Storage =
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Figure 2: Functional model of a preservation service with temporary storage [WTS]
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Figure 3: Functional model of a preservation service without storage [WOS]
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Signature/Seal preservation service

C.3 Comparison of archival services with preservation
services

For a digital archival service, the demonstration of a proof of existence can be based on an audit of the archival service
against some criteria, e.g. ISO 14721:2012 [i.16], ISO 16363 [1.17], ISO 14641-1:2018 [1.15] or other similar norms.

For a preservation service as defined in the present document, the demonstration of a proof of existence will be based
on two factors:

1) an audit of the Preservation service against some criteria, e.g. the present document; and
2)  the use of digital signature techniques to demonstrate that some data has not been modified since a given date.

A digital archival service may use digital signature techniques to provide proofs of existence for some data but is not
required to use them.

A preservation service can be part of an archival service.

A difference between a preservation service and an archival service is that an archival service without a preservation
service does not capture nor verify any validation data associated with a digital signature.

C.4 Relationships between archival services and
preservation services

A digital archival service can use a preservation service to provide proofs of existence of data based on digital signature

techniques. It needs to manage all the metadata required by an archival service. - Europes

A preservation service with storage (WST) can use an archival service for the goal of storing data. Commission
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ETSI TS 119 512 v1.2.1 (2023-05)
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TECHNICAL SPECIFICATION

Electronic Signatures and Infrastructures (ESI); |
Protocols for trust service providers providing B oo
long-term data preservation services
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<<Human readable>>
Preservation Scheme
Ja
Human readable> <<Human readable>>
Evidence Creation Evidence Validation
A A
| |
| 1
i
<<MHuman readable>>
Proservation Evidence Policy Document
N

| only in case of PDS
|

A4
<<Human readable>>
| Signature Validation Policy Document

L
: addresses
\'4
<<Human readable>>

| Signature Validation

Figure 2: Relationship between preservation scheme, profile and policy

o a2

- European
- Commission



Final remarks

« Maturity of the trust service (eIDAS Regulation) for the preservation of
gualified electronic signatures or seals, with standards and products on the
market.

 Emergence of national approaches aimed at regulating electronic archiving
as a digital service, with a strictly technical vision.

« Reception and harmonization through regulation as a trust service in the
elDAS 2 Regulation, whose approval is expected by the end of 2023.

* New predictable offering service in the Cloud that helps, but does not
displace, the function of archivists.

- European
Commission
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