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Strategy view for AbD (v1.0)

eArchiving Reference Architecture v1.0
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Reference Architecture — 1st project year

Parallel activities:

« Aligning with the new version of
the eArchiving Maturity Model

 Aligning with the Archiving by
Design approach
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EAG AbD working group — Whitepaper

Supported by the

Archiving by Design

This document was prepared by the European Archives Group and provides a definition of Archiving
by Design as one of the new principles of European information governance. The concept of
sustainable accessibility to information is the premise for a pan-European approach for the records

management community and archives to address the challenges of digital transformation.

Problem statement

Digital transformation keeps altering
the playing field in which we operate
as an archival and records
management community.

Information is everywhere, and its growth is
exponential.

Information takes on new forms.
Information is used and re-used in novel
ways utilizing new technologies.

The definition of Archiving by Design:

“During the design or adjustment of
information systems, the appropriate
measures are taken to ensure that the
information becomes, and stays,
sustainably accessible”.
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EAG AbD working group — AbD Scan

for using g by desiy

Guidelines for using the archiving by
design scan

Foreword

In order to make and keep ina manner,

systems must be set up accordingly. The measures that are needed to do so are best
determined at the moment of the purchasing, the design and building, the revamp or phasing
out of an information system. Although there is an increasing interest in archiving by design,
application in practice appears to be a il fe are not always
naturally involved in the change processes in their own organisations. Suppliers are not
always familiar with the for ility. This results in

Also, the policy o
apply in practice.
professionals start
These guidelines
the archiving by
format to take the
note that these gui
The methodology
design and buildir
administration. It i
uses) the system
by design scan. T|
purchased and/or
out, and the relate
might be develope|
More general bacl
Paper.

High-level ovel
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Problems to be solved m

Integrated records and archival management (Archiving by Design approach) D
Design principles, D Create and manage records D . D
functions and D D _______ Provide access to
procedures | Create and manage active records |- —————————————————————— ﬂ Manage information long-term ’ information
I ? —[ : =
. ?f\:v - P »

: . ] ] eArchiving Reference Architecture
Scope issue: AbD deals with any information

system and with the whole information

, Focus on digital archiving
lifecycle.

—|f way say something, we say it from

Mandate issue: (we think that) we are only ] . ) )
a digital archiving point of view

mandated to say anything about digital
archiving
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EAG AbD working group — AbD Scan
DUTO Framework

11

European |
Commission



Contents

1. The beginnings

.. Archiving by Design

. Problems to be solved
+. DUTO Framework

. The solution

.. Future plans

12

European
Commission




DUTO framework — Sustainable accessibility

Creating public value by Sustainable Accessibility Sustainab |y accessible
The open public sector information is:

Public Value

- Enjoy good service

- Be able to do research H

- Keep cultural heritage ¢ F I n d a b I e

- Participate in decision making .

- Stimulate European internal market [ Ava I I a b I e
 Readable

Open and transparant

Products and services I n te rp reta b I e
Reliable
Future proof

Trust

Sustainably Accessible
Public Information

Safe, responsable

B R Efficient and effective

Legitimacy Organisation

- Provide legal protection - Operate efficiently en effectively
- Reconstruct decision making Compliancy -Bein control

- Be accountable -Work in chainsand networks
- Comply to law and regulation - Contribute to climate goals

The reliable public sector The delivering public sector European
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DUTO framework — Sustainable accessibility

* Values

 Quality attributes (6)

« General preconditions
 DUTO-processmodel

« DUTO-functionsmodel
(as part of the processes)

« DUTO-services
* Implementation patterns

* Model requirements
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DUTO framework — Sustainable accessibility

Selecting the model requirements

R19 |It is possible to enrich Metadata S D15 |User actions in the destruction [Validation S |NEN-ISOTR
information objects with management process are traceable. 21965, 3.1.10
additional metadaté ' NEN-ISO
thrcl)ughout the entire life 15489-1, 9.9
cyee D16 |Destruction lists can be made [Accountability [S |NEN-ISO

available in an open file 16175-1,2.2.1

R20 [The capturing of information |Capture S [NEN-ISO format in accordance with the
objects in common file 16175- Preferred Formats Guide [or
formats and/or native 1:20200 organization-specific standard]
formats is supported R.1.1.5

R21 [It is possible to include Capture S [NEN-ISO D17 |Destruction lists can be Accountability |S [NEN-ISO
information objects and 16175- configured based on available 16175-1,2.1.2
associated metadata both in 1:2020 metadata fields.
bulk and individually, R.1.1.4 D18 ([Backups are not kept for Deletion S |Moreq, 514;
ensuring the integrity of the longer than [period], to Handreiking
content and structure of prevent information objects Digitaal
information objects that have already been vernietigen

R22 |The solution can be linked to [Accessmanagement|S destroyed from being
an identity & access facility restored.
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AbD — Business layer views
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AbD — Business layer views
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Integrated records and archival management (Archiving by Design approach) >
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functions and ____J ) > N ) . ) N Prt?vlde accgssto
procedures ‘ ‘ Create and manage active records I > Manage information long-term ‘ information
1 S AN —
| |
Create information | Perfom general information ] Provide access o
8 . o . and service management
—— Create information o Create metadata o] Classify information and of activities Manage Discovery Deliver ) Assist
:;sr'g:a'::eg::‘eiil o objects ‘ & finding aids assign retention period(s) and Access requests information ‘ ‘ access
management AN L T A AN AN N
. fDeﬁ“s of i i Manage information
information H - i Iong term
types and AbD-Registration > ABD-Migration (= AbD-Destruction => AbD-Access =
formats B
Execute regular ol
Design metadata | ".Sk =G
structure and inlongaten
= accessibility
Design | Manage ol
classification and < archival storage
retention rules
and methods S
<t Manage ol
. preservation
Desltgn long- of information
erm
information
s Controlled ol
E H destruction of
Design long- d[é information
term accessibility - o
risk monitoring AbD-Keeping / Retention = 4
methods and Update  off
processes information
_— D objects
according to
changed rules
A4 !
Manage system design - Preservation planning v i}

Review classification cfl ‘

Review information i
and retention rules

types and formats

Review

‘ Review metadata ﬁ‘ ‘
information model

structure and rules

9 |

Implement (in system) changes to classification, information c
formats, metadata structures and information model

* Kk

European
Commission

* %
* b



AbD — Business layer views
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Integrated records and archival management (Archiving by Design approach) >
Design principles, 3> Create and manage records > .
functions and L—— > > I T ee— Provide access to
procedures ‘ Create and manage active records } ={ Manage information long-term ‘ information
1 — N Y
| |
Create information ) Perfom general information ] Provide access |
. . o n and service management
T Create information cfl Create metadata Classify information and ol activities Manage Discovery Deliver ol Assist
rif:g:;:;eg:::‘?il o objects & finding aids assign retention period(s) and Access requests information ‘ ‘ access
management = A AN A
Destruction =3 Migration Keeping/retention Access =3 : H
R~ A} e\ Metadatamanage () e o i Manage information
ment ment ment ment information : long term
types and AbD-Registration > ABD-Migration (= AbD-Destruction => AbD-Access (=
formats
Accesw:na‘nagm Q Exchange Q A:cesslennalr\agem Q Accessren“atnagem Q Execute regular :ﬂ
Design metadata il n_sk assessment
structure and in Iong:tgrm
Accountability () Accountability (N Accountability (3 Exchange (3 rules accessibility
Design o Manage ol
Validation () Conversion () Conversion () Conversion () classification and 4 archival storage
retention rules
and methods
Deletion (3 walidation (3 validation (3 wlidation (3 Manage il
Design long- cfl preservation
tg ? information
erm
information
Deletion (3 Storage (N Search A S
model Controlled ol
[é 1 destruction of
5 information
Retrieval (3 Signing/signatur (3 Representation () tern:alg:gl:s:‘g;ltyd 5
£ risk monitoring AbD-Keeping / Retention =
methods and Update  off
Fixaion (3 Publication (3 processes information
objects
according to
Anonymisation / () changed rules
pseudonymizatio
n
I v :
Manage system design - Preservation planning v o

Review classification o
and retention rules ‘

Review information i ‘ ‘

Review metadata ﬂ| ‘ Review dﬂ‘ ‘ Implement (in system) changes to classification, information &
types and formats

structure and rules information model formats, metadata structures and information model

* Kk

European
Commission

* %
* b



AbD — Business layer views
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Integrated records and archival management (Archiving by Design approach)

Integrated records and archival management (Archiving by Design approach)
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DUTO function to OAIS mapping

AbD - Creation [~

AbD - Capture [

AbD - Retrieval ()

Al

3
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Metadata Metadata Metadata
Management Management

AbD- (N AbD -

- A AbD -
Validation Signature Validation

ABD- (A ABD- (A
Signature Conversion

A

Signature

European
Commission



Setup and
preparations
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Modelling AbD Scan method

Documentation

Scan checklist

Workshops or
interview(s)

Conclusions and
recommendations

ﬁ
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Design principles, 2> Create and manage records > .
functions and L_— > > e — Provide access to
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Knowledge Centre # HOME  J APPS I EARKPRODUCTS

E-ARK Products

Future plans

eArchiving Capability and Maturity

eArchiving Reference Architecture Model
The eArchiving Capability and Maturity Model is an instrument for
e ] 3y the CEF organisations to conduct a self-assessment and guide them regarding their
eArchiving nsortium. capability on digital preservation 5 (namely,
| | pre-ingest, ingest, preservation planning, data management, archival storage
and access) ).
Setup and i i Workshops or Conclusions and
preparations Documentation e interview(s) recommendations

eArchiving Reference Architecture
Version 2.0 (end of 2023)
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Additional Resources

A presentation with tips on “How to do better PowerPoint presentations”
and a Power Library with example layouts, icons, and other PPT
components are available here.

* Images on various topics can be found on the Audio-visual portal.



https://myintracomm.ec.europa.eu/corp/comm/VisualIdentity/Pages/Templates.aspx
https://audiovisual.ec.europa.eu/en/photo
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Using Creative Commons licenses for the distribution and reuse of
Commission presentations
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Keep in touch

ec.europa.eu/

europa.eu/

@EU Commission

@EuropeanCommission

European Commission

B ™ € g

europeancommission

M @EuropeanCommission

° EUTube
e EU Spotify

European
Commission


https://open.spotify.com/user/v7ra0as4ychfdatgcjt9nabh0?si=SEs1mANESea5kzyVy7HvDw
https://ec.europa.eu/
https://europa.eu/
https://twitter.com/eu_commission
https://www.facebook.com/EuropeanCommission
https://www.linkedin.com/company/european-commission/
https://www.instagram.com/europeancommission/
https://medium.com/@EuropeanCommission
https://www.youtube.com/user/eutube
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